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Abstract

In dynamic ubiquitous computing environments, syséatities may be classified into two
main categories that are, in principle, in confliihese are the Service Resource Requestors
(SRRs) wishing to use services and/or exploit ressuoffered by the other system entities
and the Service Resource Providers (SRPs) that dfie services/resources requested.
Seeking for the maximisation of their welfare, whalchieving their own goals and aims,
entities may misbehave (intentionally or unintemiidy), thus, leading to a significant
deterioration of system’s performance. In this gtud reputation mechanism is proposed
which helps estimating SRPs trustworthiness andligtiag their future behaviour, taking
into account their past performance in consistendtisfying SRRs’ expectations. Thereafter,
under the assumption that a number of SRPs maylddinel SRRs requests, the SRRs may
decide on the most appropriate SRP for the servi@source requested on the basis of a
weighted combination of the evaluation of the dquatif their offer (performance related
factor) and of their reputation rating (reliabilityrelated factor). The proposed trust
management framework is distributed, considers lioshthand information (acquired from
the SRR’s direct past experiences with the SRREsecond-hand information (disseminated
from other SRRs’ past experiences with the SRHAs)e W exhibits a robust behaviour
against inaccurate reputation ratings. The desigmadchanisms have been empirically
evaluated simulating interactions among self-indéed agents, exhibiting improved
performance with respect to random SRP selection.
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1 INTRODUCTION

The establishment of trust constitutes an issusuthost importance for the success
of the highly dynamic ubiquitous computing enviramts, commonly perceived as
offering at the same time both opportunities amedts. Systems are composed by
various entities, which, seeking for the maximiaatof their welfare while achieving
their own goals and aims, may misbehave, actinfskbl, thus, leading to a
significant deterioration of system’s performanéeditionally, system entities may
appear and disappear at any time, while anonynotystitutes an easy choice. In
general, misbehaviour (i.e., deviation from regufanctionality, which may be
unintentional due to faults or intentional in order selfish parties to take advantage
of certain situations) can significantly degrade flystem’s performance, which still
requires for high degree cooperation among itsougrentities. Thus, in order to cope
with misbehaviour, trust mechanisms should be etqulcso as to build the necessary
trust relationships among the parties [1], enabtimgm to automatically adapt their

strategies to different levels of cooperation andtt

From a market-based perspective, the roles of jyils¢em entities in the highly
competitive and dynamic ubiquitous computing enwinents (including pervasive,
peer-to-peer, grid computing, Mobile Ad-Hoc Netwsrksensor networks and
electronic communities), may be classified into twain categories that, in principle,
are in conflict. These two categories are: thetiestihat wish to use services and/or
exploit resources offered by other system enti{i@srvice/Resource Requestors -
SRR} and the entities that offer the services / resesirequestedservice/Resource
Providers - SRPsIn general, SRPs’ main role is to develop, prtevend provide the
desired services and service features trustworththa high quality level in a timely
and cost efficient manner. At this point it shoblel noted that a single entity may at

the same time act as a Requestor and as a Présidéifferent services / resources.

The aim of this paper is, in accordance with efintiservice operation objectives, to

propose enhancements to the sophistication ofuthetibnality that can be offered by



ubiquitous intelligent computing environments. S$eResource Requestors should
be provided with mechanisms that enable them ta fihe most appropriate
Service/Resource Providers, i.e., those offerireg dbsirable quality of service at a
certain time period in a cost efficient manner, levhexhibiting a reliable behavior
(i.e., abide by established contract terms and itiond). Such mechanisms may
entail a wide variety of negotiation mechanismsjuding auctions, bilaterall(to 1)
and/or multilateral ¢ to N) negotiation models and strategies as well asedosffer
schemes (i.e., a nonnegotiable, take-it-or-leawdfétr) in order to establish the ‘best’
possible contract terms and conditions with respectervice/resource access and
provision [2], in conjunction with trust mechanisimsorder to build the necessary

trust relationships among the system entities.

Traditional models aiming to avoid strategic misdabur are based on authentication
of identities and authorization schemes by exchangiigital, cryptographically
signed certificates/credentials in order for thgolmed parties to establish a trust
relationship [3][4] or involveTrusted Third PartiegTTPs) or intermediaries [5] that
monitor every transaction. However, these modely bha inadequate or even
impossible to apply due to the complexity, the fageneity and the high variability
of the environment. Reputation Mechanisms are eyeploto provide a “softer”
security layer, considered to be sufficient for manulti-agent applications [6].
Reputation mechanisms establish trust by exploitiegrning from experience
concepts [7], [8] in order to obtain a reliabiliylue of system participants in the
form of rating based on other entities’ view/opmioCurrent reputation system
implementations in the context of e-commerce systeonsider feedback given by
Buyers in the form of ratings in order to capturdrmation on Seller’s past behavior,
while the reputation value is computed as the sumthe mean) of those ratings either
incorporating all ratings or considering only aipdrof time (e.g., six months) [9],
[10]. In general, a reputation system is consideoesiustain rational cooperation and
serve as an incentive for good behaviour becaued gtayers are rewarded by the
society, whereas bad players are penalized. Réputeglated information may be
disseminated to a large number of system partitgpam order to adjust their
strategies and behaviour, multiplying thus the etgukfuture gains of honest parties,
which bear the loss incurred by cooperating anth@dbr the maximization of the

social welfare.



In the context of this study, under the assumpti@t a number of SRPs may handle
the service/resource requests, the SRRs may denidee most appropriate SRP for
the service/resource provisioning based on an atialuof the quality of SRPs offer
combined with an estimation of SRPs reliability.eTquality of the SRPs offers is
introduced as there may in general be differenelieof SRRs’ satisfaction with
respect to the various offers, while some proposalg be completely unacceptable,
not satisfying the requirements posed by SRRs.r&leility related factor takes into
account SRPs behaviour with respect to honourirey @agreement contract terms
reached via negotiation process in the past andige® an estimation of their

expected behaviour in the future, exploiting leagnirom experience techniques.

Hereafter, our focus is laid on the evaluation loé teliability of SRPs. To this
respect, a collaborative reputation mechanism epgsed, which takes into account
the SRPs’ past performance in consistently satigfidRRs’ expectations. To be more
specific, the reputation mechanism rates the SRR rgspect to whether they
honoured or not the agreements established withSRRRs, thus introducing the
concept of trust among the involved parties. Theut&ion mechanism can be
analyzed as depicted in figure 1. In general, di® cequires a method for evaluating
the target SRP’s reputation rating based on SRRéctdexperiences, and a method
for estimating SRP’s overall rating taking into aecot the view and opinion of a
number of other SRRswitnesses on their past experiences with the SRP. The
reputation mechanism is decentralized and exhibitbust behaviour against

inaccurate reputation ratings (intentionally and/oimtentionally provided).

The contribution of this paper lies in the designl anathematical formulation of a
decentralized and collaborative reputation ratirgch@anism, enabling the formation
of SRPs reputation rating values, reflecting tmelrability, in an accurate and time-
efficient manner, while being resilient to inacderanformation intentionally and/or

unintentionally provided. The work of this paperetated to pertinent previous work
in the literature, since trust establishment andhagament is a topic that attracts
attention of the researchers. Most reputation basgslems in related research
literature aim to enable entities to make decisiomis which parties to

negotiate/cooperate with or exclude, after theyehdeen informed about the
reputation ratings of the parties of interest. Blaghors in this study do not directly



exclude / isolate the SRPs that are deemed mishehadwt instead base the SRRS’
decision on the most appropriate SRP on a weigtietbination of the evaluation of
the quality of the SRPs’ offepérformance related factprand of their reputation
rating feliability related facto).

This study is based upon the notion of interacimglligent agents which participate
in activities on behalf of their owners, while eiting properties such as autonomy,
reactiveness, and proactiveness, in order to aehigarticular objectives and
accomplish their goals [11]. Thus, Service/ResourRegjuestor AgentSRRA is
introduced and assigned with the role of captutirgSRR preferences, requirements
and constraints regarding the requested servicesdurce, delivering them in a
suitable form to the appropriate SRP entity, acqgirand evaluating the
corresponding SRPs’ offers, and ultimately, sehecthe most appropriate SRP on the
basis of the quality of its offer and its reputati@ting. Service/Resource Provider
Agents SRPA} are the entities acting on behalf of the SRP=®irTitole would be to
collect the SRR preferences, requirements and mon and to make a
corresponding offer, taking also into account ¢eremvironmental criteria. SRRAs
and SRPAs are both considered to be rational alidnssrested, while aiming to

maximise their owners’ profit.

The rest of the paper is structured as followsSettion 2, the related research
literature is revisited. Section 3 presents thedlfumental concepts and consideration
of the proposed collaborative reputation mechan&ming to offer an efficient way
of building the necessary level of trust in thequitlious computing environments. In
Section 4 and 5, the reputation ratings systemthadSRR’s decision on the most
appropriate SRP with respect to the service/resovequested are mathematically
formulated. Section 6 provides a set of indicatiesults of the efficiency of the
proposed trust management framework. Finally, iatiSe 7, conclusions are drawn

and directions for future plans are given.
2 RELATED RESEARCH

The issue of trust has been gaining an increasimguat of attention in a number of
research communities. In [12], a set of aspecfgaposed to classify computational

trust and reputation models. These classificatigmeats have been selected taking



into account the characteristics of current comjpartal models. Specifically, the
classification dimensions considered are the fadhow the conceptual model of
reference (cognitive or game theoretical trust mapditation models), the information
sources taken into account for trust and reputat@atue calculation (direct
experiences & witness information, sociological extp of agents’ behavior,
prejudice), the visibility types of trust and repitibn (global or subjective values
property), the model's context dependence (capglofidealing with several contexts
at the same time maintaining different trust/repata values associated to these
contexts for each partner), the capacity of the ehad deal with agents showing
different degrees of cheating behavior (considenatf non cheating behavior, or
incorporation of specific mechanisms to deal witrd), the type of information
expected from witnesses (Boolean information or tioowus measures), the
trust/reputation reliability measure (a single wahssociated to the trust or reputation
value, calculated considering the number of expeds, the reliability of witnesses,
how old is the information used to build trust). Asnext step a representative
selection of trust and reputation models are diassion the basis of the
aforementioned criteria. Based on this study, tlkhas believe that a good
mechanism to increase efficiency of actual trust eeputation models and also to
overcome the lack of confidence in e-markets is itiieoduction of sociological
aspects as part of these models.

[13] presents a comparative analysis and assessihentline reputation mechanisms
with respect to legally enforceable contractuahagements in terms of their ability to
promote trust and induce cooperative behavior wblired entities in a wide range of
moral hazard settings. For the comparative analydignary reputation mechanism
was used. The authors concluded that, as a resuhet advance of information
technology which has enabled the formation of l@staylobal reputation networks,
online reputation mechanisms may be the prefernestitutions to promote

cooperation among economic agents, augmenting bstituting for traditional

litigation-based contract enforcement mechanisms.emabling a more efficient

outcome in markets where cooperative behavior wassiainable.

In [14], the current research on trust managememlistributed systems is surveyed
and some open research areas are explored. Sphyifithe authors discuss on



representative trust models in the context of P@Rems, mobile ad-hoc networks
and electronic communities including public-key miography, the resurrecting
duckling model and distributed evidence & recomnatimh based trust models,
while trust / reputation value storage in conjunctiwith the preservation of its
consistency, mitigation of the impact of false aations / malicious behaviour and
combination of trust values of different applicatsoare identified as research issues

to be further explored.

In [15], the authors propose a trust managememheveork, covering reputation
based and credential based trust mechanisms independent layer in distributed
applications. Their TrustEngine System has beerigded as an open system,
enabling, thus, the incorporation of different,epeéndent trust components. The main
goal was to develop trust management infrastrucame tools to be exploited by
distributed applications. The TrustEngine archiieestwas applied in a scenario

example based on a set of possible requiremetite ifederated medical services.

In [16] the authors, after discussing on desiremperties for reputation mechanisms
for online communities, describe Sporas and Higssutation mechanisms for
loosely and highly connected online communitiesspeetively, that were
implemented in Kasbah electronic marketplace. Spor@putation mechanism
provides a global reputation value for each memtierthe online community,
associated with them as part of their identity. tésbuilds a more personalized
system, illustrating pairwise ratings as a diregeaph with nodes representing users
and weighted edges representing the most receutatem rating given by one user
to another. [17] introduces PeerTrust, an adagne dynamic reputation based trust
model that helps participants/peers to evaluatértisworthiness of each other based
on the community feedback about participants’ as$tavior. Five important factors
are taken into account for the calculation of traisé feedback a peer obtains from
others, the feedback scope (such as the total nuaildeansactions that a peer has
with other peers), the credibility factor of theef#vack source, the transaction context
factor for discriminating mission critical trans@acts from less or non critical ones
and the community context factor for addressing rooimity related characteristics
and vulnerabilities. Regarding the credibility facctof the feedback source, the
authors first used a function of the trust valuétssredibility value; that is feedback



from trustworthy peers is considered more credii@wever, it is possible for a peer
to maintain a good reputation by performing higlalgy services but send malicious
feedback to its competitors. In such a case thdilafigy factor is calculated as a
personalized similarity measure between the expes® with other partners in the

market.

In [18], reputation is considered to be a multiefieel concept. Thus, it is built taking
into account individual, social and ontological émsions. Specifically, an agent’s
reputation is formed considering previous dire¢enactions with the specific agent
(individual reputation formation), the interactiomgth the other members of the
group to which the agent under evaluation belotigs, opinion the group of the
requesting agent has about the agent being evd|uidte opinion the group of the
requesting agent has about the group the ageng bmmluated belongs (social
reputation formation) and reputation values on edédht aspects (ontological
reputation formation). In [19], the authors foritheust management model consider
only information on dishonest interactions (e.gamplaints filed about one agent)
assuming that usually trust exists and maliciousab®r is the exception. In order to
store and retrieve data on agents’ behavioral caimigl the authors utilize P-Grid
method forming in essence a virtual binary seamde.tIn [20], reputation is
established in relation with the position of eachnmber of a community within the
corresponding social network. NodeRanking algoritiimspired by well-known
ranking algorithm for web pages) is proposed faating a ranking of reputation
ratings of community members by means of the saoédvork graph. Reputation
systems besides estimating the reliability of esper(or agent representing a system
entity) have additionally been utilized for assegsthe reliability of a resource
offered in a system in order to estimate the leveisk in a specific resource. In [21],
reputation sharing is realized through a distridugolling algorithm by which
resource requestors can evaluate the reliabilityotih servents (hosting the resources)
and resources before initiating the download.

[22] presents certified reputation model of trushich allows agents to actively
provide third party references about their previgesformance as a means of
building up trust. In essence, the burden of olbginand maintaining trust
information is moved from the trust evaluator t@ thgent being evaluated. Their



proposed model is shown to be robust against vatipes of collusion. Even though
the proposed model has lower predictive power ttien other types of trust /
reputation (where all bad and good ratings candbeated) it has a very low time,

communication and processing cost compared to sstneputation frameworks.
3 TRUSTFRAMEWORK FUNDAMENTALS

Assuming the presence dfl SRPAs negotiating with a SRRA for the terms and
conditions of the provision of a service / resoutbe SRRA can decide on the most
appropriate SRPA based on the evaluation of theASR#tfer quality combined with
an estimation of the SRPA’s expected behaviouroun approach this estimation
constitutes the reliability related factor, whishimtroduced in order to reflect whether
the SRP finally provides to the SRR the servicesburce that corresponds to the
established contract terms or not. The SRPA'’s byéiip is reduced whenever the
SRP does not honour the agreement contract terached via the negotiation
process. The SRPAs’ performance evaluation facdrased on the fact that there
may in general be different levels of satisfactiaith respect to the various SRPAS’
offers. In this respect, there may be SRPAs thatrinciple, do not satisfy the SRRA

with their offer.

In this study, the authors propose a trust managefreamework for SRPs reliability
assessment in an accurate and time-efficient magxy@piting a decentralized and
collaborative reputation mechanism, which forms SRéputation ratings reflecting
whether SRPs abide by the established contractotr The designed reputation
mechanism considers both first-hand informatiomq@ed from the SRRA’s past
experiences with the SRPASs) and second-hand intavméisseminated from other
SRRASs), while learning from experience techniquesuilized. To be more specific,
each SRRA keeps a record of the reputation ratighe SRPAs it has negotiated
with and been served by in the past. This ratirggtiaon the direct experiences of the
evaluator SRRA with the target SRPA forms the fiastor contributing to the overall
SRPA reputation. Concerning the SRPAS’ reputatadimgs based on feedback given
by other SRRA on their experiences in the systdma $econd factor contributing to
the overall SRPA reputation based on witness inébion), a centralized approach
may be adopted (e.g., a system component couldtamaiand update a collective
record of the SRPAS’ reputation ratings formedraféing into account each SRRA



view on the SRPAs’ performance [1]). This approachone hand has significant
computational, communicational, time and storageaathges, but on the other hand
it may suffer from the classical disadvantageslibtentralized methodologies (e.qg.,
introduction of performance bottlenecks and simgimt of failure in the system).

In the context of this study, we adopt a decerztealiapproach with respect to witness
based information concerning SRPAS’ reputationngsti Specifically, a basic
assumption is that each SRRA is willing to shareirttexperiences and provide
whenever asked for the reputation ratings of th®/&Rformed on the basis of their
past direct interactions. Thus, the problem is cedun finding proper witnesses, i.e.,
obtaining a reference of the SRRAs that have pusiyobeen served by the SRPAs
under evaluation. In the current version of thispgza we assume that a
Service/Resource Provider Reputation Broker compio{@RPRB) maintains a list of
the SRPs providing a specific service / resourcevels as a list of SRRs that have
previously interacted with a specific SRP. Thisusioh results to the following
advantages. First, the information maintained edligtby the SRPRB is the minimum
possible, since the reputation rating values afelysatored in each SRR. Thus,
central storage requirements and complexity areimmed. Second, most of the
messages are exchanged among the evaluator SRRAhanditnesses SRRAs,
resulting in improved system performance charamteriby a major reduction of
communication between the SRRA and the SRPRB. dtamatically reduces the
response time of the SRPRB, which may handle nealgpncurrent requests from
requestor SRRAs during normal operation of theesgstThird, the SRPRB approach
allows direct communication among SRRAs for repatatatings exchange. System
robustness is increased since its operation coodirzie even in cases where the
SRPRB is not reachable (either the SRPRB or thearktlink to the SRPRB is out
of service). Fourth, the system exhibits robudiawv@ur against denial of service

attacks and various types of collusion.

At this point some clarifications with respect e tproposed model should be made.
First, the reliability of SRPAs is treated as adebural aspect, independent of the
services / resources provided. Thus, the witnelssiesiay be composed by SRRAs
which have had direct interactions with the speciRPA in the past, without
considering the service / resource consumed, enptilis way the formation of SRPs



reliability in a time — efficient manner. SecondRFAs have a solid interest in
informing SRPRB with respect to services / resoaitbey currently offer, while the
SRRAs are authorized to access and obtain witredeseences only in case they send
feedback concerning the preferred partner for tphast interactions in the system.
This policy based approach provides a solution e inherent incentive based
problem of reputation mechanisms in order for tRE°RB to keep accurate and up to

date information.

True feedback cannot be automatically assumed.n8ideand information can be
spurious (e.g., parties may choose to misrepoit éxperience due to jealousy or in
order to discredit trustworthy Providers). In gettea mechanism for eliciting true
feedback in the absence of TTPs is necessitatecbrding to the simplest possible
approach that may be adopted in order to accounpdssible inaccuracies to the
information provided by the witnesses SRRAs (battentional and unintentional),
the evaluator SRRA can mostly rely on its own eigreres rather on the target
SRPA'’s reputation ratings provided after contactthg SRRAs. To this respect,
SRPA'’s reputation ratings provided by the witneBR8s may be attributed with a

relatively low significance factor.

In the context of this study, we consider that e&RRA is associated with a
weighting factor dynamically updated, which refleathether the SRRA provides
feedback with respect to its experiences with tR®A&s truthfully and in an accurate
manner. In essence, this weighting factor is a oreasf the credibility of the witness
information. To be more specific, in order to handintentional inaccurate
information, an honesty probability is attributedegach SRRA, i.e., a measure of the
likelihood that a SRRA gives feedback complianttie real picture concerning
service provisioning. Potential dissemination o$imiormation on behalf of a witness
is identified in case the overall SRPs reputateting as estimated by the evaluator is
beyond a given distance from the rating providedh®y witness, in which case its
honesty probability is accordingly decreased. Sedmand information obtained from
trustworthy SRRAs (associated with a high honesopability), are given a higher
significance factor, whereas reports (positive @gative) coming from untrustworthy
sources have a small impact on the formation of SRPAS’ reputation ratings.
Concerning the provision of inaccurate informatigmntentionally, the authors take



into account the number of transactions a witnéB&4 has performed with the
target SRPA and the sum of the respective tramsagtlues. Specifically, it is quite
safe to assume that SRRAs that have been involvtbdthne target SRPA only for a
few times will not have formed an accurate pictusgarding its behaviour.
Additionally, if the reputation rating is formed othe basis of low-valued
transactions, there is a possibility that it does reflect the real picture (e.g., an
SRPA may strategically exhibit good behaviour irsecats potential profits in a
context of a transaction are low and cheat whene#tpeected earnings are high). In
order to further improve the correctness of theutafon ratings assessment, time
effects have been introduced in our mechanism, hmadéhe fact that more recent
events should weigh more in the evaluation of #rgdt SRPs overall reputation
rating by the evaluator. Thus, potential modifioa of the SRPs behaviour in recent

past are addressed.

The evaluator SRRA uses the reputation mechanigitedme on the most appropriate
SRPA, especially in cases where the SRRA doubtsatkaracy of the information
provided by the SRPA. A learning period is requiredrder for the SRRASs to obtain
fundamental information for the SRPAs. During tlearhing period and in case
reputation specific information is not availablette SRRA (both through its own
experiences and through the witnesses) or it higldgsible to be outdated, the
reliability related factor is not considered foet®RPA selection. Thus, the SRP’s
will be selected only on the basis of the qualityheir offers. At this point it should
be noted that the reputation mechanism comes atdbe of keeping reputation
related information at each SRRA and updating teraservice provision / resource
consumption has taken place. Finally, it shouldrneationed that the reliability rating
value of the SRPAs requires in some cases (e.genwbnsumption of network or
computational resources are entailed in the seprggisioning process) a mechanism
for evaluating whether the service quality was clhamp with the picture promised
during the negotiation phase.

4  FORMULATION OF THE REPUTATION RATING SYSTEM

Let us assume the presence Mf candidate SRPAs interacting witN SRRAsS
concerning the provisioning of services / resourses{s,,s,,...} requested in a

ubiquitous intelligent computing environment. Léetset of agents that represent



Service Resource Providebe denoted by ={R,,P,,.. B, } and the set of agents that

represenBervice Resource Requestbesdenoted bR={R,R,,..Ry 1}

We hereafter consider the request of a SRRAregarding the provision of service
s which without loss of generality is provided byl atandidate SRPAs
P={R,P.,..Ry}. The evaluator SRRAR will form the SRPAs’ overall reputation

ratings, considering its own direct experiencesvall as the opinion of a number of

witnesses. Thus, in order to estimate the reputationg of a target SRPR; at time
instancet., the evaluator SRRAR needs to retrieve from the SRPRB the R} of
witnesses R, c R={R,R,,..Ry}). Thereafter, theR contacts the witnesses in

order to get feedback reports on the behavioun®f .

4.1 ESTIMATING TARGET SRPA'SREPUTATION RATING BASED ONSRRA’'S DIRECT
EXPERIENCES

Concerning the formation of the reputation ratin@RRX(Pj) based on SRRA'R,
direct experiences with SRPR;, each SRRAR, may rate SRPAP; with respect to

its reputation after a transacti@h has taken place in accordance with the following

equation:
RREx(P;) = RRE(P,) + K, - L(RR(Py) {rr Fx (Py) — ELrr ®x (P} ),

where RREgst(Pj)and RRE;}S(P]-) are the SRPAP; reliability based rating after and

before the updating procedure. It has been asstna¢dR Rgst(Pj) and RRSﬁe(Pj)

lie within the [01] range, where a value close Qandicates a misbehaving SRP.

rr RX(Pj) Is a (reward) function reflecting whether the ssrvquality is compliant
with the picture established during the negotiapbase andE[rr Rx (P; )ls the mean

(expected) value of ther "™ (P;) variable. In general the larger the™ (P;) value,
the better the SRPR; behaves with respect to the agreed terms and tcamsipf the

established contract, and therefore the more peditie influence on the rating of the



P;. Factork, (k, € (01]) determines the relative significance of the nawtcome

with respect to the old one. In essence, this valetermines the memory of the

system. Smalk, values mean that the memory of the system is |l&igevever, good

behaviour will gradually improve the SPRAR; reputation ratings.l(RFﬁ?rxe(Pj )) is

a function of theP; reputation ratingRF{ere(Pj Jand is introduced in order to keep
the P; rating within the range[01]. In the current version of this study,
(RRYS(P, )):1—16-[1— expl- RRY(P)))], for which it stands (RRYS(P))) — 1
RRYVS(P; )0
and (RR35(Py)) — 0.
RRYS (P} )1
It should be noted that SRP’s misbehaviour (oreatt deterioration of its previous

behaviour) leads to a decreased post rating vaineg the{rr R (P;) — E[rr R (P I}
guantity is negative. Ther RX(Pj) function may be implemented in several ways. In

the context of this study, it was assumed withoss lof generality that the R (P)

values vary from 0.1 to 1.

4.2 EVALUATING TARGET SRPA’SOVERALL REPUTATION RATING
The target SRPA'SP; overall reputation rating(DRRrei (P; Jnay be estimated by the

evaluator SRRAR in accordance with the following formula:
ORR™ () = wg' (R)- RR (P)+ 2w (R)- R (P) )

where RRRX(PJ- ) denotes the reputation rating of the target SRFPAas formed by
SRRA R, on the basis of its direct experiences wih in the past (e.g., consider
equation (1)). As may observed from equation (29, ieputation rating of the target

P.

, is a weighted combination of two factors. Thetfifactor contributing to the

reputation rating value is based on the direct B&pees of the evaluator ageRt,

while the second factor depends on informationndigg P; past behaviour gathered



from n witnesses. At this point it should be noted tHaRAs may serve as witnesses

for the estimation of the overall reputation of taeget SRPAP; in case they have

formed an accurate picture regarding the SRPA’sbiity related behavioural

aspects (e.g., they have been involved wWithfor at least a pre-defined number of

transactions with transactional value above a pesified threshold, in which case

we assume that a learning period has been completed

Weight WFFfJ? (Ry) (xe {12..n}) provides the relative significance of the repotat
rating of the target SRPA; as formed by the SRRAR, to the overall reputation
rating estimation by the evaluatd® . In general,wFFfJ? (Ry) is a measure of the

credibility of witnessR, and may be a function of the trust level attrilute each
SRRA Ry by the evaluatoR;, the number of transactior§ has performed wittP,

and the sum of the respective transaction valugs, e more transactions with high

transactional value have been performed, the higtepossibility is for theR, to

possess an accurate pictureRyf behaviour). Additionally, it has been assumed that
weights WFFfJ! (Ry) are normalized to add up to 1 (i.eng (R)+ ZWFFfJ! (R¢) =1).
k=1

Thus, weighthFf} (Ry) may be given by the following equation:

. Nt
TR (R) - N£X (Py) - levnﬁ‘x (P))
m=

we (Ro) = 3.

N
MR RY N (P 3 TV (P)]

xeiu{l,..n}

where TLR (Ry ) is the trust level attributed to SRRR, by the evaluatorR ,

Nt
fo (P;) is the number of interactior8, has performed withP; and X TV,EX(PJ-)
m=1

is the sum of the respective transaction values.hds been assumed that

TLR (R €[01] with levell denoting a fully trusted witnesB, in the eyes of the



evaluatolR . One may easily conclude that for the evaluat@r it stands

TR (R) =1.

Trustworthiness of witnesseBL™ (R, ipitially assumes a high value. That is all
witnesses are considered to report their experset@wéhe R honestly. However, as

already noted, the trust level is dynamically updan order to account for potential
dissemination of misinformation by the witnesseshia system. Specifically, witness

Ry is considered to misreport his/her past expergndethe targetP, overall
reputation ratingORRrei (P;) as estimated by equation (2) is beyond a givetanie
of the rating RRRX(PJ- ) in which case the following expression holds
‘ORRF“(Pj)—RRRX(Pj)‘>e, where € is the predetermined distance level. The later

expression enhances the system with resilient ifomalities against inaccurate
reputation ratings provided by malicious agents.é&@mple, assume the existence of

an SRRA R, who wants to manipulate the reputation rating fation of the

evaluator agenR for SRPAR . In the light of this assumption, the SRR& would
provide a forged reputation ratiri@RRk (R . $RRA R identifies the false feedback

in caseRR™ (R )distance fromORRY (R )exceeds the predefined value. In such
a case, the SRRA'®R, trustworthiness, reflecting in a dynamic manneethier the

feedback provided is truthful and accurate, maylbereased in a similar manner to
equation (1), while the significance factor of tfheedback to the overall reputation

rating formation would be accordingly decreasedi&tign (3)).

4.3 INTRODUCING THE TIME EFFECT IN THE TARGET SRPA'SOVERALL REPUTATION
RATING ESTIMATION

In order to introduce the time effect in our medeamand model the fact that more
recent events should weigh more in the evaluatiothe target SRPA'SP; overall

reputation ratingORRRi (P; )by the evaluator SRRAR at time instance; that a

service/resource request has originated from tladuetor R , equation (2) may be

rewritten as following:



ORR e (P) = wg' (R) TrF (tg,tg; ) RR™ (P) +

. (),
210 (R) T (tet, ) RR (P,)]

where the ratingRRRx’th (P; )s the direct reputation rating of SRR as formed
by SRRA R, after a transactionl has been completed at time instange. Factor
TrF(tC,th) is a time related factor and is introduced in ordeweigh up (down)

recent (old) information. A wide range of functiomay be defined for the estimation

of the TrF(t;,ty ) factor. We restrict our attention to two familie$ fonctions:

exponential and polynomial. Other functions couéd defined as well. Expressions
(5) and (6) provide a formal model of the exporaraind polynomial related family

of functions concerning thErF(tC,th) factor.

t, —t

TOF (tet,) =1-{ ;7 [L- exp® )M ) (5),
_ te _tdx 1/ 9

TIF (to.tg, ) =1- (5 ©)

for which it standsTrF(tC,tdx) —1 and Tri(t.,ty ) —> 0. Specifically, the bigger

teotgy te>>tg
the quantityt, —tq is, the lower is the reputation value for the SRPAacquired. As

it may be observed from equations (5) and (6),aHasnilies of functions represent an
infinite number of different members, one for eaalue of 9. Parameted has been
included in order to highlight the different patterwith respect to the adopted rate of
decrease. For example, adopting a Boulware pol3] [could lead to minor
modification (decrease) of the reputation ratingtilu—tc_td -1 (i.e, i—d—>0),

C C
whenupon, the minimum reputation value is assung@therwise, exploiting the
Conceder policy [24] could lead to the minimum rgpion value in quite a short time

period (the quantity. —ty is quite small).



4.4  UPDATING OUTDATED SRRAS REPUTATION RELATED INFORMATION

Considering that the SRRAs have initially acquitieel fundamental reliability related
information for the SRPAs (that is after the leagiperiod), only the reputation rating
of the “best” SRPA (i.e., the one selected on thsidbof the quality of the offers
proposed to the SRRA and the SRPAs’ reliabilityatedl values) will be updated,
after the user finally accesses the service. Thus,system can only verify the
behaviour of the “most” appropriate SRPA and hasmeans to identify potential
changes to other SRPASs’ behaviour with respedtéo tompliance to the established
contract terms and conditions. Furthermore, inBRIPAS’ reliability rating values are
taken equal to 0.1. A quite low reputation ratirjue has been assumed (that is all
SRPAs initially are considered to be dishonestties)i in order to avoid the bad
consequences of changing identities so as to wipgaossible misbehaviour in the
past). Therefore, assuming that the “good” SRPAsatalter their policies (either on
the basis of their performance or on the basisheir treliability), the misbehaving
SRPAs have to improve on their potential perforneas@ as to overcome the barrier
raised by their low reputation rating.

In order to take into account new SRPAs that etiersystem and/or not to exclude
SRPAs that initially did not honour the terms anohditions of the contracts
established, thus being attributed with a smaliabdity related value after the
learning period, and give them a chance to re-dotéhe system and improve their
reputation rating in case they abide by the cohtexens and conditions, the simplest
possible approach that could be adopted is to thes&RRAS’ decision concerning
the most appropriate SRPA (after a specific timeoge or after the completion of a
specific number of transactions) on the SRPAs’ ggarnce and omit the SRPAS’
reputation rating values until possible outdatefdrimation the system possesses is
updated. Otherwise, a Boltzmann exploration stsatemld be adopted [25]. In the
context of this study, the authors consider theicgdn of the SRPs’ reliability related

values to the pre-specified minimum (i.e., 0.1y&se a predetermined numbey, .,

of transactions have been completed in the systdranupon the SRPRB component
sends a warning message to all SRRAs registerat$ idatabase. At this point it

should be noted thal,,,, IS considered to assume a quite big value in ondérto

constitute a disincentive for honest behavior.



5 DECISION ON THE ‘BEST SERVICE/RESOURCE PROVIDER

As already mentioned, under the assumption thatnaber of SRPs may handle the
SRRs requests, the SRRs may decide on the mosipazpe SRP for the service /
resource requested on the basis of a weighted oatndom of the evaluation of the
quality of their offer performance related factprand of their reputation rating
(reliability related facto). Considering a take-it-or-leave-it offer schentbg

evaluator SRRAR decides on the most appropriate SRPA(i.e., the SRPA best

serving its current service / resource request)sahects the Provider that maximizes
the value of the following formula:

Apr(P,) =w, -UB(C™) +w, -ORRY (P)) ),

As you may observefApr(P;) is an objective function that models the perforoean

and the reliability of the SRPA&;. Among the terms of this function there can be the

overall anticipated SRRA satisfactiduB(CPj) with respect to the contract/offer

proposed by the SRPA, to the evaluatoiR [26], [23] and the reputation rating of

the targetP; .

For the calculation of the utility functionu™'"i(c™ | )quantifying the overall
anticipated satisfaction of its owner entity (eitS&RRA R or SRPAP;) with respect

to the contract offered (and ultimately establighas have adopted the methodology
proposed in [26]. Specifically, the SRRA’s / SRPAISslity function concerning

contract ™ offered by SRPAP; to the evaluator SRRAR is a weighted linear

additive function of the utility of each contractssue considered (i.e.,
. . . n - | P; . . .
uR Py (CPJ )= 2 W, -UCFIQ' " , Where ¢ with | =1..n is the contract issue under
I=1

negotiation), which in turn may be of any contins@nd monotonic functional form
(e.g., linear, polynomial, exponential, multiplise&, quasi-linear) of the contract
issue value and of the decision issues valuese@stat are not under negotiation,
but, however, have an impact on the evaluatiorheftttility function, such as time

deadline, delivery date, product expiration datejha time an offer is given (i.e.,



P, : : :
US‘ : (Vg Jdb)y, wherey, is the contract issue's value andd} is the value of the

decision issuel, at time instance the SRPA's offer is evaluated by the SRRA). For

simplicity, utility estimations are normalised footh agents (i.e., belong in tIﬁ@,l]

interval).

In principle, SRPs and SRRs present conflictingriggts and consist opposing forces
with respect to the values of the contract issueteunegotiation. For instance, any
Requestor aims to have access and use high gealitices / resources at the lowest
possible price, while the most common objectivéadviders is the maximisation of
their profit, which usually leads them to offer lemvquality at high prices. This
applies for most contract issues (e.g., the delitiere of the service). Thus, under the
same conditions, in case higher values of conisstte ¢, result in higher (lower)
utility for the SRP, at the same time they resultawer (higher) utility for the SRR.
Nevertheless, it must be mentioned that in a fesegghe SRPs and SRRs may have a
mutual interest for the value of a contract issB8].[ In consequence, the utility

functions must verify that given a SRPR and a SRRAR; negotiating values for

o) | [ouh|
: <

contract issue; , then:
8VCI 8VCI

Weightsw, andw; provide the relative value of the anticipated ssisfaction and
the reputation related part. It is assumed thaghtsiw, and w, are normalized to
add up to 1 (i.e.wp +w, =1). At this point it should be noted that one of the

factors (anticipated SRRA satisfaction or SRPA tapon rating) can be omitted in

certain variants of the general problem versiors@ared in this paper.

Hereafter we describe the algorithm, on which tRR8s and the SRPAs base the

accomplishment of their tasks, after the learnimgiqu. The steps followed are

graphically depicted in Figure 2.

Step 1The SRRAR component is acquainted with the preferences,irements
and constraints of an SRR system entity regardiogigioning of services, .

The strict requirements and constraints posedgreessed as non-negotiable



parameters that assume a fix value. The preferaareamnodelled as a set of

issues under negotiatiogy {| =1,...,m}, whose acceptable values lie within
the rangec; e[mI M, J and the lower limit on the anticipated satisfaction

uR

min that the SRR wants to experience during the sensage.
Step 2The SRRAR obtains the list of candidate SRIPs={R,R,,...R,} and the

references of the respective SRPAs from the SRRREponent. Additionally,
it retrieves a list of witnesses for each candida®RPA and their respective

references.

Step 3The SRRAR component activates the appropriate negotiatatiest(e.g.,

threads or mobile agents). Each negotiator entityy wndertake the

interactions with a candidate SRPR P. The negotiator entities will be

under the control of the SRRR .

Step 4Each SRPAP; € P component evaluates the current environmentalitond

and based on this estimation provide the respectgstiator entity with an
attractive offer for the user preferences, requaets and constraints regarding

service s. The offer is assumed to follow a take-it-or-ledivescheme

P; .
expressed by a contra€ ' composed of values for each issge under

negotiation.

Step 5Each negotiator entity evaluates the quality offthal offer of each candidate
SRPA P, e P and the resutt R (c” xif UR(C)>UR ) is sent to the
SRRA R component.

Step 6The SRRAR component activates the appropriate entitieswhilatindertake

the task of retrieving from the relevant witnestes reputation rating of the

candidate SRPAs, whose offer is acceptable byRhéi.e., the values of all

issues under negotiation lie within the range e[rq,MlJ, and

uR (C i )>U R )- These reputation ratings are sent back to tHe/SHR .

min



Step 7 The SRRAR estimates the overall reputation rating of eacidiite SRPA
P; € P, comprising both the evaluator's own experiencesvell as the view

of the witnesses on the basis of the schemes pedpoghis section.

Step 8 The SRRAR selects a SRPA; e P by comparing the objective function

values that each SRPA has scored taking into atdtsuperformance and its

reliability.
Step 9 The SRRAR after the completion of service delivery updates teputation

rating of the selected SRPA, .

Step 10End.
6 RESULTS

This section provides some indicative results ore thehaviour of the
Service/Resource Provider selection mechanismsatieaproposed in this paper. We
hereafter assume the existence of an area thas fallo the domain of

P={PR,P,,..Py} candidate Service Providers (that is a specifguest may be

handled by any of the candidate SRPs belongind¢oset P). Furthermore, it is
assumed thatN different Service/Resource Requestors accessrde 8RRs are
interested for the same service/resource, diffexsat however with respect to the
quality/quantity level required. Hereafter, SRRe elassified inK different classes
on the basis of the requirements and constraintis mespect to service / resource
provisioning. In order to make the test case mesdistic (or general), all SRPs are
not assumed to offer all possible quantity/qudktyels. SRPs that do not offer the
required quality/quantity level for the servicefrasce as requested by the SRR class
R constitute thel (R )set, which comprises SRPs that are inappropratethie
specific request and should therefore be excludtsteafter, it is assumed that
N =1000, K =10 (i.e., each SRR class comprises 100 SRRs)Mnd10. Table 1
presents the set of SRPs that are inappropriate s@wice/resource requests
originating from each SRR class.

As a first step, the proposed framework was emgdisicevaluated by simulating the

interactions among SRRAs and SRPAs considering sihglest possible case.



Specifically, it was assumed that the SRPAs, whkih handle the request satisfying
all requirements of the requestor class, offer #alce same contract to the evaluator
SRRAs (the same service/resource characteristitts exactly the same terms and
conditions). In the light of the assumption madee Service/Resource Provider
selection is reduced to choosing the one with tighdst reputation value (second
factor contributing to equation (7)), since the ralesatisfaction stemming from the
proposed contract (expressed by the first factoegqfation (7)) contributes to the
objective function value the same amount for alhdidate SRPs. This way, the
acquisition of an initial set of indicative resultisat show the behaviour of our

proposed trust management framework is enabled.

Figure 3 illustrates the direct reputation ratimdseach SRP, as estimated by SRR
class R, (i.e., mean SRPs reputation ratings considerieglt®0 SRRs constituting
classR,) after 150 transactions have been conducted with &RP. In order to test
this aspect, each SRP has been associated willalality probability, i.e., a measure
of the likelihood that the SRP delivers the servicenpliant with the agreement
established. This probability has been set to \willigstrated in Table 2. Specifically,
with probability0.9 SRPA Ry complies with its promises, where&g, maintains its

promises with probability).3. A mixture of extreme and moderate values has been
chosen in order to test the schemes under diversditons.

Figures 4-6 depict the formation of the reputatiatings of SRP<R,, P; and R,

respectively for five different SRRAs, based onirtlirect experiences with respect
to the number of transactions conducted. Severd per SRRA and SRP (50 runs)
have been performed, while the figures illustrdte mmean SRPs reputation rating
values. The standard deviation ranges between #r@ind the mean values, which
shows that the results acquired are close enoutfietmnean values displayed in the
figures. Finally, in the context of the experimertsnducted, each SRRA has
performed 1000 transactions with each one of tigeteéSRPs. As it may be observed,

for SRP B; more transactions (less than 30) are requireddardo obtain an accurate

picture concerning its reputation rating, in conipam with the respective transactions

needed for SRAP,; and Py, for which less than 10 and 20 transactions ferdhme

reason are needed, respectively. This was somehkpected, and may be attributed



to the fact that the reputation ratings for SRPvary between 0.1 to nearly 0.9, while
SRPsPR; and Ry vary between 0.1 to 0.3 and 0.6, respectivelythAst point it should

be noted that the amount of transactions requisedefaching the reputation rating is
tightly related tofrr RX(Pj)—E[rr RX(Pj )]} , which in our experiment varies from 0.1

to 0.3. Since reputation rating values reach qmaiate level after a small number
of transactions have been conducted, we constraiflltistration of the figures to 100
transactions so as to enable the reader to cledelytify the point raised by the

authors.

In Table 3 SRPs are ranked with respect to théahiéty, which reflects whether the
SRP usually meets the quality expectation raisedpfomised) by the contract
proposed. In the context of the experiments coratljctll SRR classes are considered

to be witnesses and their vast majority is assutméehave in an honest manner (that

is TLR (R) > 1).

As may be observed from Table 3, considering SRRsdR;, the most appropriate
SRP isRy; (ranked first), followed by SRIP, (ranked second), followed by SRR
(ranked third), followed b, P, Ps, Ry, while the SRPP, occupies the '8

ranking position. Empty spaces in Table 3 arelattad to the fact that for a specific
SRR class, there may be SRPs that do not offeretipigred quality/quantity level for

the service/resource as requested (i.e., inapptep8RPs). Slight differences in the
SRP ranking position may be additionally observaddifferent SRR classes. As an

example the difference between SRR clafRgsaind Ry may be noted. Specifically,
for SRR classR,, the " ranking position is occupied by SR®, the 7 position by
SRP B, the & position by SRPP, and the ¥ position by SRPR,. For SRR class
R, the & position is occupied by SRI®, the 7 position by SRPR;, the &
position by SRPR, and the 9 position by SRPPR,. This change may be attributed to
the fact that SRP&;/P; and P,/ Ry are associated with the same honesty probability,

0.6 and 0.4, respectively.

Figure 7 illustrates in a graphical manner the SR#ialization with respect to the

interception of the requests from the various SR&sses, based on the results



depicted in Table 3. As may be observed, SRPhandles 40% of the requests
originating from all SRRs classes, because ofuttakility in adequately serving 4
out of 10 SRR classes (that is, it offers the negliquality/quantity level for the
service/resource as requested by the SRRs classesamore reliable manner with
respect to the rest SRPs). Additionally, SFP handles 30% of the requests
originating from all SRRs classes. SRPs and P, have been attributed with the
same honesty probability, thus, with the same (biliba (0.9) they abide with the
terms and conditions of the contracts establishi¢hl twve SRRs. However;, and R;

are characterized as inappropriate for five of SIRi®ses. Finally, each of the SRPs
P,, P, and B, associated with 0.8, 0.7 and 0.7 honesty proipabispectively,
serve 10% of the SRR requests. SRPhandles the requests originating from SRR
class R, due to the fact that the two SRPs with the highelgbility rating (R, and
R;) are considered as inappropriate for service/megoprovisioning. SRP$, and

P;, even though they are attributed with smaller sgnprobability), they serve SRR

classesR; and R, respectively, since the SR®5, B, and P, could not handle the

service /resource requests.

Following, Figure 8 depicts the improvement introeld on the basis of our proposed
SRP selection scheme with respect to the random S#Hdttion. Comparing the
effectiveness of the SRP selection on the bastheteliability ratings of the SRPs
with respect to the random SRP selection schemenae note that in general our

designed framework exhibits a better performandgchvon average is 30%.

Finally, we would like to examine the responsivenetour scheme with regards to
SRPs reliability related behavioural modification8e consider SRF, attributed
with honesty probability 0.9. After 100 transacsdmve taken place, SRR decides
to take advantage of the reliability rating earoedhe basis of its good behaviour in
the past and modifies its strategy so as to abydénd contract terms and conditions
for the 30% of the transactions. Finally, after doenpletion of 150 transactions, SRP
R updates its behaviour so as to adequately sere @Othe service / resource
requests. The experiment has been performed 5@,twiale figure 9 illustrates the

mean reputation values of SRPB, with respect to the number of transactions



conducted. As may be observed, the reputationgstatquired in accordance with
our proposed framework follow in a quite efficiemtanner the SRPs’ strategy

modifications.
7 CONCLUSIONS

From a market based perspective, entities compabmgmic distributed computing
environments may be classified into two main categothat are, in principle, in
conflict. These are the Service Resource RequefditRs) wishing to use services
and/or exploit resources offered by the other systatities and the Service Resource
Providers (SRPs) that offer the services/resoureggested. In general, the scope of
our paper is to enhance the functionality that imayffered by ubiquitous computing
environments. Under the assumption that a numb8Réfs may handle and serve the
SRRs requests with the same terms and conditibasSRRs may decide on the most
appropriate SRP for the service / resource reqdestethe basis of a weighted
combination of the evaluation of the quality of itheffer (performance related
factor) and of their reputation ratinge(iability related factoy. In this study, the
focus is laid on the trust establishment among vheous system entities. More
specifically, the contribution of this paper lies the definition and mathematical
formulation of a reputation mechanism which helgsneating SRPs trustworthiness
and predicting their future behaviour, taking iccount their past performance in
consistently satisfying SRRs’ expectations. Speally, SRPs are rated with respect
to whether they honoured or not the agreementstibeg established with the SRRs.
The reputation mechanism is distributed, consideoth first-hand information
(acquired from the SRR'’s direct past experiencdas wWie SRPs) and second-hand
information (disseminated from other SRRs’ pastegigmces with the SRPs), while it

takes into account potential dissemination of inaate reputation ratings.

The reputation framework designed has been emiiyriexaluated by simulating

interactions among self-interested SRPAs and SR&#&shas performed well. Our
obtained results indicate that the proposed SR#tts@h scheme (based only on their
reputation ratings) exhibits a better performancih wespect to random SRP
selection, which is on average 30%, in case hdeesiback provision is assumed for

the vast majority of the witnesses. Future plan®lire our frameworks’ extensive



empirical evaluation incorporating various degreésvitnesses’ misbehaviour and

against existent reputation models and trust fraonksv
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Table 1 Set of inappropriate SRPs for each SRR class

SRR Inappropriate SRPs
Class

R R, Po

R -

Rs -

Ry AR R

Rs R R P R, Ry
Re R PR R R
R; -

Re P, R, Ro

Ry -

Rio R, P, P, Py B, B

Table 2 Honesty probability associated to each SRP

SRP | pronabity
) 0.9
P, 0.4
P; 0.6
Py 0.8
R 0.9
Ps 0.6
P, 0.7
R 0.7
Py 0.4
Po 0.3
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Table 3. Service Resource Providers Reliability Ranking

SRR Service Resource Providers Reliability Ranking

Class| 1 2 3 4 5 6 7 8 9 | 10
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